$33% %18 Vol.33 No.1 January 2022 LSSN 10009825

CODEN RUXUEW

aresmyjog jo feunor  Fi Yk F

TN i Wae

Journal of

Hf T 858 €€ 835 70T

E D))

n
N
00
o
1
o
o
o
-
=
w
w
-




(REZHR) ®RES

(2019 4 1 H~2022 4 12 H)

£ H B OB, hEBSFBERAV
PATER & 2, bk

Bl X %% Yao, Andrew C., 5 K%
BWBL R (LLDGESE )
SRS R X R

Bjérner, Dines, Technical University of Denmark, Denmark Li, Ming, University of Waterloo, Canada

Chin, Francis Yuk-Lun, University of Hong Kong, China
Clarke, Edmund M., Carnegie Mellon University, USA

Li, Kai, Princeton University, USA
Motiwalla, Juzar, National University of Singapore, Singapore

Graham, Ronald L., University of California at San Diego, USA

Krieg-Bruckner, Bernd, Universitat Bremen, Germany

BIRRE

AR, op R B AR MREEG, o A B T GLEP, TR

HHSE, o E R B AT Wiy, R EE S R G RHE B Wi, dbaikaE

TRk, cpE R AR T REAERT, R ECE 5 RGBT B [ A YN

e, dbnika BB, b R B AL B B, s A R K
MR, BT ARG TRV INK)T, TEHERE MR, AR

R, bR IR K O PEARKSE JEORRE, PRI S RERHE R
FIHRE

MroedlE, HUNITTE K BESY, KEK¥ Mok, ik

kB, pE AR B, EalR¥ M, TEERAE

T, cpE R R R T ME %%, JERTELTOR T8, dbsnisdimkss

O, P E R R R MR, R B R gk R, AN

HER, RIERE BB, PR A ST LR, HERE

2 M, ERRE B SRR ook, HEPIRERE JE e, HIRITE R
EER, HRK¥E HEYEA, WL K% Ji e, R

RERE

BR3Ok, e BRBHPHE, it bR 2% o, BEARE

BRSAE, K% ¥ #%, HBERY¥ Wb, BT RHER

B, dbmtke fEEJR, FERE BE OB, b ERRE RS S DR
T, W EL TR HlEE, R b, HEKY¥

WIGE ST, opE R B SR AR SE FPARIR, K FH—3l, MRK¥

R, PR TR, ERRH K TR, TR

O, WRIE T RS IR, SRR Tk Kbk

m B, RERRAE HERR K, o B R B S R 90 MRYL, K

A, op B R A S L RERT T BRI, o R A I T SRR A BIYE, op E R BRI
& i, bR BB, Pl PR R K, HH K

e, HH K% T2, KRR 7k FE, The University of Texas at Dallas
X B, WEAEKE FHEA, JbatE Tk ik B, bRtk

Xz, e T, iHiERE TKEOR, R R

Sigs, FERKSE T, b R B AT kA, PEREK

BICH, PEBEBEA ST AR, RAEKRE FAEHME,  Hh K

EE, PR BoOWR, cpE AR R R R

Zhu, Hong, Oxford Brookes University, UK



2020
FRBEHR

-

ch B R AT hEHEN 22T
%4 % R R e L
(Ruanjian Xuebao) 2022414
B &

Ao HEERGIRE
FEUSVF PTUE LB BRARATE DR 2R oo 2 Ok RMEF AUHE ETER BHWE (1)
A AT TS HER ISR - vvereeeeseemrssemessemeseses e
.................................................... ER AR EEE E2THE M oK ASY BEX (26)
FET P22 P 2% 1) BN UEARRD I B REARERIR oo RBEH  INER (55)
T 7)o GRS 10 LN SRR B 3 T RIS oo ERE DT AERA FIR F K (T8)
IR S ATERE
FARVE B AR A R SCARTRIRHIFTE oo R RE¥ET & #F K9 (102)
MR LE R AR R IV IERE R LR oo FMF  EAAh AU B R SR (129)
RS B S P 288 ZRGRLFIR oo A% ETE OB B KREE T X (150)
B3 ZEBIFIT LR cweevreeeeemeeeeeeeee e TG i ¥ M AR (171)
INEEAS PR T (VA FE 25 ST BB AR - vveeeeeeeses e
................................................................... B ox & £ F O4AEER A H vER (193)
HENNESESRE
35 42 BRI TIF G LEIR < vvvveemeeeeree e X K FOREH FEX (21D
B T B SRR e Ry £ L A& k#XL F OF Ok B O3 (233
BT MBSO BRI R - 2 EF £ b BHR KEdH T E HA A2 (254)
P ZRAT AT BLLGEIR «veereeeemeenmee e s A O IEed xaE 2 #2794
BT RFID I AH LT T8 - IR% M & RERLR KKK HRE EEH (297)
HENERZESITENHEIET
DX BT 2 I P PR R 2 4 ) HL SR oo Mwink AL FFT (324
LT WSR2 3 [ = Y37 i RU SRR I T VI L5 oot
---------------------- R I B RET ¥ ¥ BERF ABK HTH R & L (356)
CHRAEZEIRY BRI HETE -+ v eeeee e e e e e oottt (E=)

BAF B A S H: CN11-2560/TP*1990*m*16*378*zh+en*P*¥70%2022%16%2022-01



Journal of Software Vol.33,No.1  Jan. 2022

Contents

SYSTEM SOFTWARE AND SOFTWARE ENGINEERING
1 Selection of Open Source License: Challenges and Influencing Factors
WU Xin, WU Jian-Yu, ZHOU Ming-Hui, WANG Zhi-Qiang, YANG Li-Yun
26 Self-admitted Technical Debt Research: Problem, Progress, and Challenges
GUO Zhao-Qiang, LIU Shi-Ran, TAN Ting-Ting, LI Yan-Hui, CHEN Lin, ZHOU Yu-Ming, XU Bao-Wen

55 Survey on Neural Network-based Automatic Source Code Summarization Technologies
SONG Xiao-Tao, SUN Hai-Long
78 Context-sensitive Pointer Analysis for Object-oriented Programs: A Systematic Literature Review
LI Hao-Feng, MENG Hai-Ning, ZHENG Heng-Jie, CAO Li-Qing, LI Lian
PATTERN RECOGNITION AND ARTIFICIAL INTELLIGENCE
102 Research on Text Representation in Natural Language Processing
ZHAO Jing-Sheng, SONG Meng-Xue, GAO Xiang, ZHU Qiao-Ming
129 Recent Advances in Neural Architecture Search: A Survey
LI Hang-Yu, WANG Nan-Nan, ZHU Ming-Rui, YANG Xi, GAO Xin-Bo
150 Survey on Large-scale Graph Neural Network Systems
ZHAO Gang, WANG Qian-Ge, YAO Feng, ZHANG Yan-Feng, YU Ge
171 Survey on Graph Classification
WANG Zhao-Hui, SHEN Hua-Wei, CAO Qi, CHENG Xue-Qi
193 Survey on Deep Learning Image Recognition in Dilemma of Small Samples
GE Yi-Zhou, LIU Heng, WANG Yan, XU Bai-Le, ZHOU Qing, SHEN Fu-Rao

COMPUTER NETWORKS AND INFORMATION SECURITY
211 Survey on Domain Name System Measurement Research
LIU Wen-Feng, ZHANG Yu, ZHANG Hong-Li, FANG Bin-Xing
233 Survey on Offchain Channel Routing Algorithm
JIA Lin-Peng, PEI Qi, WANG Xin, ZHANG Han-Wen, YU Lei, ZHANG Jun, SUN Yi
254 Research Progress of Network Protocol Reverse Engineering Technologies Based on Network Trace
WANG Zhan-Feng, CHENG Guang, MA Wei-Jun, ZHANG Jia-Wei, SUN Zhong-Hao, HU Chao
274 State-of-the-art Survey on Network Behavior Emulation
FU Yong-Quan, ZHAO Hui, WANG Xiao-Feng, LIU Hong-Ri, AN Lun
297 Survey on RFID-based Battery-less Sensing
WANG Chu-Yu, XIE Lei, ZHAO Yan-Chao, ZHANG Da-Qing, YE Bao-Liu, LU Sang-Lu
COMPUTER GRAPHICS AND COMPUTER AIDED DESIGN
324 Overview on Typical Security Problems in Public Blockchain Applications
WEI Song-Jie, LU Wei-Long, LI Sha-Sha
356 State-of-the-art Survey on Photorealistic Rendering of 3D Sences Based on Machine Learning

ZHAO Ye-Zi, WANG Lu, XU Yan-Ning, ZENG Zheng, GE Liang-Sheng, ZHU Jun-Qiu, XU Zi-Lin, ZHAO Yu,
MENG Xiang-Xu

© Copyright 2022, Institute of Software, the Chinese Academy of Sciences. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system or transmitted in any form without the prior written
permission of the Institute of Software, the Chinese Academy of Sciences.



RAE2AIR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2022,33(1):324-355 [doi: 10.13328/j.cnki.jos.006280] http://www jos.org.cn
O F R B AT T RRASUIT AT Tel: +86-10-62562563

X3R4/ T FA O S0 22 2 L i
ik, BbE 299

(FARTH TR W LR 5 TR0, Y195 B AT 210094)
TWAE1EF: B Hi, E-mail: 118106043462@njust.edu.cn

1 E R4 LM AR B M BR, B3| F AR A e TSR AR 2 X0E, LR A3
BARATWATIRF AN B ARG R R ZGEA F b b, BERR, FEFRK. A%a%. AFEL. %
BEREERFE, ARZEFTROH G T T EFRNTREHEE %ﬂffﬂﬁiw 12 R SR A H 412 K, B T
B HAH Fo B LR TR BT E. AP 2N TERAFRE, L@z B ik, KX E AT Rokdt
AR, BB A &I 69 S0 A R LR A e T AmA K3y AR R4 A6, 247 T A3t @ e R P R G F= i A 69 R 3k
ARG E R BIABR RN F ik BEMN T ROR ST F R4 B kA R A P ook, 7
P BB RHATT R B4, R TATRAR KAy #p75 ik, BB S AT RS sk 2 0 BE R S R AL S
KRR R3esk; ANk 4 ERAR; AR iR s

hE% 525 TP309

s AR S SRR, B, ZEVBT5. IXHREE A BEN T 1 MR 22 4 il ZER. B EE, 2022, 33(1): 324-355. http://www.
jos.org.cn/1000-9825/6280.htm

B 5] 0 Wei SJ, Lii WL, Li SS. Overview on Typical Security Problems in Public Blockchain Applications. Ruan Jian Xue
Bao/Journal of Software, 2022, 33(1): 324-355 (in Chinese). http://www.jos.org.cn/1000-9825/6280.htm

Overview on Typical Security Problems in Public Blockchain Applications

WEI Song-Jie, LU Wei-Long, LI Sha-Sha
School of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094, China)

Abstract: Originated as Internet financial technology, blockchain is prevailing in many application scenarios and attracting attentions from
both academia and industry. Typical blockchain systems are characterized with decentralization, trustworthiness, openness, autonomy,
anonymity, and immutability, which brings trustworthiness for data management and value exchange in distributed computation
environment without centralized trust authority. However, blockchain is still developing as a continuously evolving new technique. Its
mechanisms, peripheral facilities, and user maturity in security are yet to be optimized, resulting in various security threats and frequent
security incidents. This paper first overviews the blockchain technology and its potential security vulnerabilities when being used for token
transaction and exchange. Then the mostly-seen security problems are enumerated and analyzed with Bitcoin and Ethereum as two sample
systems. The security problems encountered by blockchain peripheral facilities and users are presented, and their root causes are probed.
Finally, the surveyed problems are categorized and the possible countermeasures or defenses are proposed to address them. Promising
research areas and technology evolving directions are briefly covered for the future.

Key words: blockchain; public chain security; attack procedure; defense strategy; consensus security
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