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The General Implementation Algorithms and the Parameters Selection Methods of
Ring Learning with Rounding and Module Learning with Rounding

JIANG Zi-Ming"”'? ZHOU Yong-Bin”'#"® ZHANG Rui”"?
D (Institute of Information Engineering (I1E), Chinese Academy of Sciences (CAS), Beijing 100093)
2 (School of Cyber Security , University of Chinese Academy of Sciences (UCAS), Beijing 100049)
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Abstract  The learning with rounding (LWR) problem in lattice cryptography is one of the
fundamental tools for constructing post-quantum cryptographic primitives. As a deterministic variant
of learning with errors (LWE), LWR replaces random errors in LWE with deterministic rounding.
The removal of random error sampling makes LWR-based cryptosystems more efficient than
LWE. Since it was proposed, LWR problem has been extensively applied to the construction of
basic cryptosystems, such as low-depth pseudorandom functions, lossy trapdoor functions and

public-key encryption schemes. In order to reduce the computational complexity and bandwidth,

W H 3 .2021-06-03; FE 2 & A H . 2021-11-18. AR IRAAS 2 H % B AR 25 4 (61632020, U1936209,62002353) (AL 7 § AR FH# &
4 (419206 B £ F4 B 904 BB 5 6 46 %%, E-mail: jiangziming@iie. ac. cn. &k # GREEL .+ 882 8+ 4
S B LSS (CCPY 43 By, 1R 5T U0k P26 548 B 2236 MR, E-mail; zhouyongbin@iie. ac. en. 3 %4, 184, BF5E 51,
A G0, b BT BN S (CCR & R, BEW RSN AE R %4 Bl Big TEE.



6 ET R B A A AR A A% o] BB S B i 5 SR 0E O 1327

the ring and module version of LWR, that is, ring LWR (RLWR) and module LWR (MLWR),
are mostly used in practice. To make the post-quantum cryptosystems more practical, it is of
great significance to improve the efficiency of RLWR and MLWR. The ring in lattice usually
takes the polynomial ring, so RLWR/MLWR includes three basic operations: polynomial multi-
plication, modular reduction, and rounding. For each of the three operations, there are a variety
of implementation methods with different efficiencies which apply to different parameters. The
efficiency of RLWR/MLWR with different parameters may vary greatly at the same security
level. However, most of the existing implementations of RLWR and MLWR are only applicable
to some certain schemes with specific set of parameters. In addition, most of the existing RLWR
and MLWR schemes have not given consideration to the implementation efficiency of all basic
operations. There is a lack of RLWR/MLWR parameter selection method for the purpose of
achieving high efficiency. In order to solve the above problems. we propose the general and
efficient implementation algorithms of RLWR and MLWR. as well as the parameters selection
methods of RLWR and MLWR to achieve high efficiency. In this work, we first discuss the
conditions of existing implementation methods of the three basic operations on CPU platform and
focus on the special parameters commonly used in lattice-based cryptosystems. In particular, we
clarify the conditions of NTT-based multiplication and negative wrapped convolution, so we can
also use NTT to accelerate polynomial multiplication when the modulus of RLWR/MLWR does
not meet the requirements of NTT modulus but meets the conditions in this work. As a result,
the parameter space of high-efficient cryptosystems based on polynomial ring structures would be
expanded. Secondly, we present a new rounding algorithm that uses shift, addition and subtrac-
tion operations based on precomputation instead of the division operation. The efficiency of the
new rounding algorithm is improved by about 11% compared with the universal traditional roun-
ding algorithm which precomputes the reciprocal of the RLWR/MLWR modulus. Although the
efficiency of the new rounding algorithm is about 2. 5% lower than the most efficient rounding
method based on addition and shift operations, the new rounding algorithm may be applicable
when the addition-then-shift operation cannot be used, especially when the modulus of RLWR/
MLWR is NTT modulus. Finally, we propose general implementation algorithms of RLWR and
MLWR. Their core idea is to select efficient implementation schemes of the three basic operations
according to the parameters and the CPU word length. When it is applied to Saber scheme, the
efficiency of Saber key encapsulation is improved about 52% on 64-bit Intel i7 platform without
compiler optimization instruction. We then compare the efficiency of RLWR/MLWR with different
parameters and propose parameters selection methods of RLWR and MLWR. It aims to provide
readers with reference for parameter selection in the design and implementation of RLWR/MLWR-

based cryptosystems.

Keywords lattice-based cryptography; learning with rounding; polynomial multiplication; number

theory transformation; rounding
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